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Abstract— Many Peer-to-peer (P2P)applicationssuchasmedia
broadcasting and content distrib ution require a high perfor-
mance overlay structur e in order to deliver satisfying quality
of service (QoS). Previous approachesto building such overlays
either involve non-scalablesolutions such as global information
and shared contact point, or rely on gossip style membership
dissemination, which lacks QoS awareness.In this paper, we
presenta distrib uted membershipservice called RandPeer, which
managesmembership information on behalf of P2P applications,
and allows peers to locate good neighbors based on their QoS
characteristics. Using this service, P2P applications can easily
construct their overlays in a scalableand QoS aware fashion.

We have implemented RandPeer and experimented in both
local and wide area envir onments. Our results show that (1)
RandPeer is scalable and robust to highly dynamic P2P mem-
berships; (2) RandPeer has good lookup performance, both in
terms of responsetime and the randomness of peer selection.
The latter impr oves load balancing and failur e resilienceof P2P
applications; (3) when used to impr ove the performance of a
mesh basedP2P overlay, RandPeer achieves 10% impr ovement
in just 2 protocol rounds,which is more than 5 times faster than
pure random neighbor selections.

I . INTRODUCTION

Unlike early �le sharingapplicationssuchas Napsterand
Gnutella,many recentP2Papplications,including live media
broadcasting[1], [2], [3], [4], [5], high bandwidth content
distribution [6], [7], and real-time audio conferencing[8]
requireahighperformanceoverlaystructurein orderto deliver
satisfyingQuality of Service(QoS) to the users.As a result,
building high performanceoverlays is an important task for
theseapplications.

Ideally, if the characteristicsof all the applicationpeersare
known, a globally optimal structurecan be built using some
deterministicalgorithms [1], [9], [2]. Although this holistic
approachmight producethe best possibleoverlay structure,
it is not scalable.This is becauseP2P applicationsoften
consistof large numberof peers,which may join and leave
at any time. Maintaining consistentstate for such dynamic
systemswould incur too much overhead.Therefore, most
recentsystems[3], [4], [5], [10], [11] have adopteda localized
approach,whereeachpeerjoins the overlay by independently
selectingits neighbors,and neighborfailuresare repairedby
local adjustment.Clearly, the performanceof an overlay built
this way dependscritically on the ability of individual peers

to selectgoodneighbors.Thus,thequestionbecomeshow can
individual peersselecttheir neighborsin a scalableand QoS
aware fashion?

In somesystemssuchas NICE [3] and Zigzag [4], mem-
bershipinformation is embeddedin the overlay structure.To
selectits neighbors,a joining peer�rst contactsa well known
rendezvouspoint, thensuccessively probesexisting peersuntil
it �nds its best position in the overlay. While this approach
allows peersto locategoodneighbors,it hastwo drawbacks.
First, for highly dynamicsystems,thecontactpoint caneasily
becomea bottleneck.Second,when the systemis large, a
joining node may have to probe many peersbefore �nding
its bestposition,which is alsoundesirable.

To addressthe scalability problem, many recent systems
suchasDONet[5], PRO [10] andlaterversionsof Narada[11]
employ a gossipstyle membershipmanagementschemesim-
ilar to [12]. The idea is that eachpeermaintainsa small list
(called the partial view) of othermembersin the system,and
periodically exchangesmembershipinformation with other
peers. As a result, the partial view representsa uniform
samplingof thewholesystem.Wheneveraneighboris needed,
it is selectedrandomlyfrom the partial view.

Although the gossipschemeachieves scalability in mem-
bershipmanagement,it is not suitedfor QoSawareneighbor
selection.This is becausea randomlyselectedpeerin a large
system is unlikely to have the desiredQoS characteristics
(e.g., delay and bandwidth). The gossip style membership
managementwas originally designedfor probabilistic data
disseminationapplications[12], which are themselves gossip
basedapplications.It is not clear how the schemecan be
modi�ed to accommodatedifferent applicationQoS require-
ments1 . In addition, becausea peer can learn about other
peersindirectly (throughgossip),it is dif�cult to detectif some
peersin the partial view have failed.

In this paper, in recognizing that QoS aware neighbor
selection, and hence membershipmanagementis common
to QoS sensitive P2P applications,we proposeto decouple

1Many theoretical results about gossip protocols [13], [14] rely on the
assumptionthatthepartialviews areuniform samplingof theentiresystem.If
QoSis introducedsuchthat thepartialviews consistof peersthatcanprovide
goodQoSto the local peer, the theoreticalresults(e.g.,network connectivity)
may no longerbe applicable.
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membership management from P2P applications by designing
a distributed membershipservicecalled RandPeer. RandPeer
allows decentralizedmembershipregistration for peers,and
enablesef�cient lookup of other peers. In its basic form,
RandPeerallows thelookupof apeerthatis randomlyselected
from the entire system.Randomnessin neighborselectionis
necessaryin a P2Penvironment,becauseit avoids the over-
headfor deterministicsearchof the bestneighbor. However,
different from the gossipbasedschemes,RandPeercan also
clusterpeersbasedon their QoScharacteristics.By restricting
randompeerselectionwithin speci�c QoSclusters,RandPeer
achieves QoS awarenessin neighborselection,while at the
sametime preserves the ef�ciency offeredby randomness.

Clusteringpeersfor betteroverlay constructionhasprevi-
ously beenexplored in [15]. However, in that work one peer
in eachcluster is designatedas a membershipserver, which
managesthe state information of its cluster. This approach
addsadditionalcomplexity andoverheadto applicationpeers,
especiallywhen the membershipservers are themselves dy-
namic. The goal of RandPeeris exactly to free peersfrom
complex membershipmanagement,while at the sametime
enableQoSawareneighborselections.

We have implementedthe RandPeerserviceandconducted
experimentsin both local and wide area (PlanetLab[16])
environments.Our resultsshow that (1) RandPeeris scalable
and robust to both bulk and constantmembershipchanges;
(2) RandPeerhasgood lookup performance,both in termsof
responsetime andrandomnessin peerselection.Theformeris
boundedby O(log log N), whereN is the maximumnumber
of peers allowed in the system,and the latter is close to
uniform distribution, which improves the load balancingand
failure resilienceof P2P applications;(3) when usedto im-
prove theperformanceof a meshbasedP2Poverlay, RandPeer
achieves10%improvementin just 2 protocolrounds,which is
morethan5 timesfasterthanpurerandomneighborselections.
Thequicknessin performanceimprovementis especiallyvalu-
able in applicationssuch as P2P streaming,where neighbor
failures must be repairedquickly in order to prevent buffer
under-runs.

In the rest of this paper, we �rst describethe application
model that RandPeertargets in Section II, then presentthe
detaileddesignof RandPeerin SectionIII. SectionIV provides
theevaluationresults.SectionV discussesrelatedresearchand
SectionVI concludesthe paper.

I I . APPLICATION MODEL

In this paper, we considerQoS sensitive P2Papplications
such as live media streamingand high bandwidth content
distribution, which can be primarily characterizedby their
large and dynamic memberships,and their requirementon
high performanceoverlay structures.We assumethe localized
overlay constructionand maintenanceapproachis used.This
meansboth the initial joining of a peerandthe recovery from
a neighborfailure aredoneby individual peersselectingtheir
neighbors.RandPeerprovidessupportto suchapplicationsby
managingtheir membershipin a scalableand robust way,
and allowing peersto selectneighborsbasedon their QoS
requirements.

Figure 1 shows how an example live P2P streamingap-
plication can bene�t from RandPeer. A single sourceS in
the application provides the live content (e.g., Internet TV
program). Other peers (receivers) can join the systemand
streamthe contentfrom either the sourceor other peers.In
line with recentwork on P2Pstreaming[17], [10], [5], [18],
we allow eachpeer to streamfrom multiple parentpeersin
order to betterutilize their residuebandwidth.

When a new peer (e.g., p6 in Figure 1) joins the system,
it needsto locate some other peerssuitable as its parents.
Without a membershipservice,thesourceS would necessarily
becomea sharedcontactpoint. With RandPeer, however, each
peercurrentlyin thesystem(includingthesource)canregister
with the serviceusing a registration protocol, and a joining
peer (p6) can query the service 2 to lookup potential good
parents,and connectto theseparents.At the sametime, the
joining peer can register with the RandPeerservice,so that
it can be locatedby other peers.Later, if a parent fails or
experiencesdegradedperformance,a similar lookup can be
madeto locatean alternative parent.

Thus we can seeby decouplingmembershipmanagement
from P2Papplications,RandPeergreatlyfacilitatestheirdevel-
opment.The applicationsonly needto invoke somestubcode
provided by RandPeer(which executesthe registration and
lookupprotocols),without knowing how theregistrationinfor-
mation is organized,andhow the lookup is performed.Since
RandPeeris offeredasa service,it hasthe additionalbene�t
that a single servicecan be sharedby multiple applications,
and that the servicecan evolve (e.g., be re-implementedfor
betterperformance)without changingtheapplications,solong
as the protocolsfor accessingthe serviceremainunchanged.
Although relying on a separatemembershipserviceseemsto
be opposite to a pure P2P design,we believe the bene�ts
offered by RandPeermake it attractive, especiallyfor legal
P2PapplicationssuchasInternetTV broadcasting,for which
the provision of a dedicatedserviceis not a problem.

Before going into the detailsof our RandPeerdesign,we
enumeratethe high-level characteristicsthat are desirablein
sucha service.

2RandPeeris a distributedservicethat consistsof different servicenodes.
We assumeeach peer knows about a service node via some out of band
information, in a way similar to using the domainnameservice(DNS).



� Scalability: RandPeershould be able to scale to large
numberof peers.In particular, theserviceshouldoperate
in a decentralizedmanner, andno singlepoint of failure
shouldbe involved.

� Robustness: The RandPeerprotocol should be robust
to messagelossesand requireno complex coordination
amongpeers.The servicestateshouldremainrelatively
stable,despitethe constantjoining and leaving of peers.

� Performance: RandPeershould allow ef�cient peer
lookup, and the lookup result should have desirable
randomness(within theQoSclusters)in orderto improve
load balancingandfailure resilienceof the applications.

� Customization: RandPeershould allow different appli-
cationsto clusterpeersbasedon differentQoScharacter-
istics.

� Self-organization: RandPeershould ideally be self-
organizing,sothatadditionalservicenodescanbeadded,
and failed servicenodescanbe replaced.

I I I . DESIGN OF RANDPEER SERVICE

To achieve thegoalslistedin theprevioussection,RandPeer
usesa distributed trie datastructureto organizethe member-
ship information, which is in turn mappedto an underlying
distributed hashtable (DHT). Our choice to use a trie data
structureis basedon two reasons.First, a trie datastructure
can dynamicallygrow and shrink, which is especiallysuited
for managingthedynamicmembershipinformationof P2Pap-
plications.If the membershipinformationis directly storedin
a DHT [19], [20], someDHT nodemight beoverloadedif too
many peersare registeredwith the samenode.Second,a trie
datastructureallows ef�cient lookup, which is alsodesirable
for a membershipservice.The map of the membershiptrie
to a DHT further allows RandPeerto achieve decentralization
andself-organization.

A. Membership Trie

RandPeerusesa trie datastructurefor membershiporgani-
zation. A trie is basicallya tree with its nodeslabeledwith
0, 1 strings 3. The label of the root is an empty string. If a
nodehaslabel l, its left child is labeledl0, andits right child
is labeled l1. Each node in the trie is called a “bin”. Peer
registrationinformationis only storedat leaf bins.We assume
the maximumlengthof a label is h, thusthereareat most2h

leaf bins in a membershiptrie (a list of thesystemparameters
is given in Table I). Figure2 shows an examplemembership
trie. Note the membershiptrie is a datastructurewithin the
RandPeerserviceto organizethe registrationinformation for
applicationpeers.It' sdifferentfrom theactualoverlaynetwork
formedby the applicationpeers.

To register its membershipwith the trie, a peer must
randomly selecta peer id of b bits (b � h) for itself. This
peer id determineswhich leaf bin the peer should register
with. Speci�cally, it should register with the leaf bin whose
label is a pre�x of its peerid. Clearly, given a peerid, there

3For simplicity, we only discussbinary tries.

TABLE I

SYSTEM PARAMETERS

h max numberof bits in a bin label
b numberof bits in a peerID/lookup key
B capacityof a leaf bin
N max numberof peersin an application
m randomratio
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Fig. 2. Membershiptrie

exists a uniqueleaf bin whosebin label is a pre�x of thepeer
id. As anexample,in Figure2, peers00101and00111should
registerwith bin 001,becausethis is the leaf bin whoselabel
is a pre�x of their peer ids. Similarly, a peerwith id 10010
shouldregisterwith leaf bin 10.

The membershiptrie is a dynamicdatastructure.Eachleaf
bin has a capacityB, which meansit can store at most B
registrationentries.If therearemore thanB peersregistered
with a leafbin (with a labell), thebin canbesplit into two leaf
bins (with labelsl0 andl1, respectively). All peerspreviously
registeredwith bin l are now informed to register with its
childrenbins.If later the total numberof peersregisteredwith
l0 andl1 dropsto below B/2, thetwo leaf binscanbemerged
again. The split of bins ensuresthat no leaf bin is overloaded
by too many registrations,andthemergeof bins improvesthe
lookupperformanceby removing sparselypopulatedleaf bins.

RandPeeris built on top of a distributedhashtable(DHT),
thereforewe use consistenthashingto map the logic mem-
bershiptrie to the RandPeerservicenodes.Figure 3 shows
how the mapping is done. The bottom of the �gure shows
the RandPeerservicenetwork, which consistsof distributed
RandPeerservice nodes4. Given a bin in the membership
trie (e.g.,bin 1001 in Figure 3), we usea consistenthashing
function such as SHA1 [22] to map it to a unique number
in the DHT key space.This numberis called the bin id of
the bin. The “successor”[21] of this bin id (which is node
r2 in this case)is responsiblefor maintainingthe statein the
bin. Sinceeachapplicationhasits membershiptrie, to avoid
con�ict betweenthemembershipbinsof differentapplications,
we assumeeachapplicationhasa uniqueapplication id, and
include it in the hashingprocess.To senda messageto bin
1001, a peer can obtain its bin id using the samemapping

4The RandPeernodesself-organize into an overlay, which is a ring if
Chord [21] is usedas the DHT.
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process,and sendthe messageto a nearbyRandPeernode.
Themessageis thenrouted(usingtheunderlyingDHT routing
mechanism)to the RandPeernode(e.g.,r2), which processes
the message.

B. Registration Protocol

Due to the dynamic nature of P2P memberships,Rand-
Peertakesa soft stateapproachto membershipmanagement.
Speci�cally, the registration information for eachpeerhasa
life time. It must be refreshedperiodically (by Register
messages),otherwiseit will time out andbe removed from its
leaf bin.

When a new peerbegins to register, it must �rst locateits
leaf bin. This canbe doneby walking down the trie, starting
from the root bin, until a leaf bin is reached.However, this
would suffer from the sharedcontactproblem of NICE [3]
and Zigzag [4]. Therefore,RandPeerusesthe binary search
algorithm describedin Section III-C to quickly locate the
leaf bin for a peer in O(log log N) steps.Once the leaf bin
is located,the peer begins to periodically sendRegister
messagesto its leaf bin. The leaf bin is expectedto send
a RegisterOK messageback, unlessit has been marked
for split or merge (to be discussedbelow). In this case
a RegisterGoDown or RegisterGoUp messageis sent
back,and the peerwill move to its new leaf bin.

EachRegister messagecontainsthe peer id of a peer
and somemeta information such as its IP addressand port
number. This informationis storedin theleaf bin asillustrated
in Figure 2. EachRegisterOK messagealso containsthe
metainformationpreviously registeredunderthepeerid. This
canbe usedto detectif two peershave chosenthe samepeer
id.

The informationstoredat eachinterior bin (e.g.,the height
of the subtreerooted at the interior bin) is also soft state.
Therefore,eachleaf bin andinterior bin (exceptthe root) also
needsto periodically refreshits parentbin usinga Refresh
message.

Bin Split/Mer ge. To dynamically grow and shrink the
membershiptrie, our registration protocol relies on the co-
ordination betweenRandPeerand the application peersfor
bin split/merge. Each leaf bin has a leader peer, which is
the peerwith the smallestpeerid in the bin. The leaderpeer
of a leaf bin is responsiblefor initiating the bin split/merge
process.EachRegisterOK messagecontainsabit indicating
if the peer is the leader peer. It also containsthe number
of registrationentriesin the bin. If the leaderpeer �nds the
numberof entries � B, it will senda Split messageto

label bits = TryRegister(peer id) //locateinitial leaf bin
bin label = peer id � (b � label bits)
bin id = SHA1(app id, bin label)
while(true)

send message(Register, bin id,meta info)
msg = receive message() //reply messagefrom leaf bin
if msg.type == RegisterOK

if msg.is leader == true
if msg.num entries � B SendSplitMsg()
elseif msg.num entries < B/4 SendMergeMsg()

end if
else

if msg.type == RegisterGoDown label bits + +
elselabel bits � �
bin label = peer id � (b � label bits)
bin id = SHA1(app id, bin label)

end if
sleep //wait till next protocolperiod

endwhile

Fig. 4. RegistrationProtocol

the bin. If the bin acceptsthe message,it will mark itself for
split. Any peerthat attemptsto register with sucha bin will
receive aRegisterGoDown message,which causesthepeer
to register at a lower level and new leaf bins to be created.
The “marked for split” stateis a temporarystateand the bin
will becomean interior bin after a short time.

If a leaderpeer�nds the numberof entriesin a leaf bin to
be too small (e.g., < B/4), it will senda Merge message
to the parent bin. If the Merge messageis accepted,the
parentbin is marked for merge. If a bin marked for merge
receivesa Refresh messagefrom its child bin, it will reply
with a Terminate message.The child will thenrespondto
any Register messagewith a RegisterGoUp message,
telling the peersto register with a higher level. The “marked
for merge” stateis also temporaryandthe bin will becomea
leaf bin after a short time.

Both the Split and Merge messagemay or may not
successfullymark the bin. For example,the messagemay be
lost, or for Merge messages,theotherchild of theparentbin
may not be a leaf bin. For example,in Figure2 if the leader
peerof bin 10 sendsa Merge messageto bin 1, it will be
ignored.This is becausebin 11 is nota leaf,whichmeansthere
maybemorethanB peersregisteredunderthesubtreerooted
at bin 1. As a result, after a leaderpeer has sent a Split
or Merge message,it continueswith its normal registration
process.If the split/merge is successful,the leaderpeerwill
be noti�ed to go up or down, just like other peers.If it is
not successful,the leaderpeerwill retry periodically, at a low
frequency, as long as the condition for split/merge remains.
This approachgreatly simpli�es the protocol betweenthe
RandPeerserviceandthe applicationpeers.It alsomakesthe
protocol robust, becauseno complex coordinationamongthe



peersareneeded,and the eventualsuccessof bin split/merge
is not affectedby the lossof oneor moremessages.

Since eachpeer only sendsand receives one messagein
eachprotocol period (except for leaderpeerswho may send
an additional split/merge message),and each messageonly
containssmall amount of information, the overheadof the
registrationprotocol is negligible. In our implementation,the
protocol period is 10 seconds,and the membershipentry for
eachpeer is only 30 bytes.Togetherwith messageheaders,
the registration overheadis still much smaller than 1 kbps.
EachRegister messagedoesinvolve a DHT lookup in the
RandPeerservicenetwork. However, this servicenetwork is
usuallymuchsmallerthanP2Papplications,thustheoverhead
is still small. In addition, peerscan cachethe IP addressof
the RandPeernodeholding their leaf bins. Thus registration
messagescanbe sentdirectly without a DHT lookup.

The registration protocol (as executedby the registration
stub at each peer) is shown in Figure 4. In Figure 4,
TryRegister usesthe binary searchalgorithmin SectionIII-
C to quickly locatethe initial leaf bin. b andB arethesystem
parametersasgiven in Table I.

C. Random Peer Lookup

In this subsection,we present the algorithm to lookup
a random peer that is currently registered with RandPeer.
Random peer lookup avoids the overheadof deterministic
search,and improves load balancingand failure resilienceof
P2Papplications.In thenext subsection,we will describehow
RandPeerclusterspeersfor QoSawareneighborselections.

To look up a random peer, a peer generatesa random
lookup key of b bits, andsendsa Lookup messageto the leaf
bin whoselabel is a pre�x of the lookup key. The leaf bin
will return the registrationinformation of the registeredpeer
whoseid immediatelyfollows the lookup key. For example,
in Figure2, if the lookupkey is 00100,theLookup message
will be sent to bin 001. Since the peer id 00101 is the
one that immediatelyfollows the lookup key, the registration
information for this peerwill be returned.

To quickly locatethe leaf bin, we usean algorithmsimilar
to binary search.Initially, the query peer sendsa Lookup
messageto a bin whosebin label is a pre�x of the lookupkey,
and hasa length (label bits) of h/2. If the bin is a leaf bin,
a LookupOK messageis returned,togetherwith the lookup
result.Otherwisea LookupGoDown or LookupGoUp mes-
sageis returned,dependingon if the bin is an interior bin, or
doesnot exist. Thequerypeerwill thenchangethe label bits
(with exponentiallydecreasingstepsize),andretry otherbins.
The lookup protocol as executedby the query peeris shown
in Figure5.

It is possiblethat the lookup key is larger than any peer
id storedin the leaf bin. In this case,no peer is returnedin
LookupOK and the queryingpeershouldtry the “next” leaf
bin. What it does is to increasethe lookup key, so that it
just falls out of the current leaf bin, and repeatthe lookup
process.As an example, in Figure 2, if a peer generatesa
randomlookup key 01111,theLookup messagewill be sent

label bits = h/2
step size = label bits/2
bin label = lookup key � (b � label bits)
bin id = SHA1(app id, bin label)
while(true)

send message(Lookup, bin id, lookup key)
msg = receive message()
if msg.type == LookupOK

returnmsg.result
if msg.type == LookupGoUp label bits –= step size
elselabel bits += step size
bin label = lookup key � (b � label bits)
bin id = SHA1(app id, bin label)
if step size > 1 step size /= 2

endwhile

Fig. 5. Lookup Protocol

to leaf bin 011. If every peerregisteredin the bin hasan id
smaller than 01111,the query peerwill increasethe lookup
key to 10000,which just falls out of the bin 011. This time
theLookup messagewill be sentto leaf bin 10, andthe �rst
peerin this bin will be returned.

Clearly the protocol in Figure 5 can locate a leaf bin in
O(log h) steps.Since there are at most 2h leaf bins in the
system,and eachleaf bin can containat most B entries,the
maximum number of peersallowed in the systemis N =
B � 2h . This meansh = O(log N), andour protocolcanlocate
the leaf bin in O(log log N) steps,regardlessthe numberof
peerscurrently in the system.To further improve the lookup
performance,we canlet eachinterior bin recordtheminimum
heightof its left andright subtrees.WhenaLookup message
is receivedby aninteriorbin, it will returntheminimumheight
of its subtreetogetherwith theLookupGoDown message.The
querypeercanusethis informationto reachthe leaf bin more
quickly.

In the above registration/lookupprotocol, both the peer
registration id and lookup key are randomly selected,and
a peer is returned if its id immediately follows a lookup
key. It is well known such an approachmay not result in
uniformly randompeerselection.In fact,with highprobability,
somepeersmay be selectedt times more often than other
peers[21], wheret is logarithmicalin thecurrentsystemsize.
This is becauseeven thougheachpeerselectsan id randomly,
the resultingmembershiptrie may not be perfectlybalanced.
Therearemany loadbalancingtechniquesthatcanaddressthe
problem[23], [24]. For simplicity, we usea simple heuristic
to improve the randomnessof the lookup result. Each time
a random peer is needed,we look up the m peerswhose
ids immediately follow the lookup key, we then randomly
chooseone from the m peersto be the �nal randompeer.
m is called the random ratio of the lookup. Sinceeachleaf
bin visited may containmultiple entriesfollowing the lookup
key, looking up m peersdoesnot signi�cantly increasethe



lookup overhead.Due to the small size of eachmembership
entry, multiple entriescanalsobe returnedin onemessage.

D. QoS Aware Neighbor Selection

The basic membershipregistration and lookup protocols
describedabove allow the lookup of randompeers.To build
high performanceoverlays,however, we may want to look up
peersbasedon somegivenQoSmetrics.This canbeachieved
by combining applicationspeci�c QoS metrics with peer id
and lookup key selection.Speci�cally, the id of a peer is
divided into a QoS prefix anda randomsuf�x. TheQoSpre�x
encodesits QoS characteristics,and determinesthe possible
set of leaf bins that the peercan register with. If two peers
have the sameQoScharacteristics,they will be automatically
clusteredunderthesamesubtreein themembershiptrie. When
a peerneedsto look up someotherpeer, it generatesa random
key with the desiredQoSpre�x. The lookup resultof sucha
key is likely to bea peerwith thedesiredQoScharacteristics.

As an example,supposea P2P applicationwants to min-
imize the averagedelay betweenneighboringpeers,we can
usea QoSpre�x (e.g.,5 bit binary string) for eachpeerthat
indicatesits geographicallocation 5. When a peer needsto
look up a neighbor, it generatesa lookup key that has the
samepre�x as its own peer id. The result of sucha lookup
is likely to be a peer that is close by. As anotherexample,
supposea P2Papplicationwantsto selectneighborsbasedon
their accessbandwidth,we can use a pre�x to encodethe
accessbandwidthof the peers.To look up a peer that has
certainaccessbandwidth,we cangeneratea lookup key with
the speci�c pre�x. The pre�x can also encodemultiple QoS
metrics,so that we can lookup a peer that is not only close
by, but alsohasthe desiredaccessbandwidth.

To betterunderstandtheQoSawarenessprovidedby Rand-
Peer, we make the following observations:

1) RandPeerprovidestheability to clusterapplicationpeers
basedon their QoS pre�xes, and to lookup neighbors
from a speci�c clusterof peers.However, it is up to the
applicationto decidehow its QoS metricsare mapped
into QoS pre�xes. In particular, different QoS metrics
can be usedin the mapping,and multiple QoS metrics
canbe mappedto oneQoSpre�x (bit string).All these
aretransparentto the registrationandlookup protocols.

2) For scalability reasons,RandPeeruses QoS pre�xes
to encodethe QoS characteristicsof individual peers,
insteadof those betweendifferent peerssuch as the
availablebandwidthbetweentwo peers,which requires
signi�cantly moreoverheadfor its maintenance.

3) Although the QoS pre�xes for geographicallocation
andaccessbandwidtharestatic, it is possiblefor peers
to usetime-varying pre�xes. The effect of using time-
varying pre�x is similar to the departureof an old peer
and the joining of a new peer, becausethe ID of the
peer has changed.We do not expect peersto encode

5Suchpre®xescanbe generated,for example,using the landmarkbinning
techniqueintroducedin [25].
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QoScharacteristicsthatchangerapidly (e.g.,theamount
of streamingdata buffered by a peer). This kind of
informationis bestobtainedby applicationlevel probes.
In this sense,the lookup result of RandPeeris only a
potential good neighbor. After such a peer is located,
theapplicationnodestill needsto probethepeerto �nd
out if it is truly a goodneighbor.

4) Clusteringpeersbasedon their QoSpre�xesmeansthat
the membershiptrie might becomeunbalanced.Some
clusters may have more peers than others. And the
randomnessof peerlookup is no longeruniform among
the whole system.However, within eachQoS cluster,
goodrandomnesscanstill be achieved.

IV. PERFORMANCE EVALUATION

We have implementedRandPeeron top of the Chord [21]
codethatweobtainedfrom theI3 project[26]. SinceRandPeer
can be implementedusing any DHT, in our evaluation, we
focus on the performanceof RandPeeritself, insteadof that
of the underlyingDHT. Speci�cally, we want to examine(1)
the scalabilityandrobustnessof RandPeerto highly dynamic
P2Pmemberships;(2) theperformanceof randompeerlookup,
both in terms of responsetime and the randomnessof the
lookup result;(3) the impactof QoSawareneighborselection
on the performanceof P2Poverlays.Most of our experiments
are run in a local environment, which meansthe RandPeer
service is startedon a single machine.For the lookup per-
formanceexperiments,we alsodeploy RandPeeron about20
PlanetLab[16] nodes.For all experiments,we set h = 16,
b = 32 andB = 16.

A. Robustness of RandPeer

Figure6 shows the performanceof RandPeerfor bulk peer
joins and departures.A peer is said to be in stablestate,if
its leaf bin is not undersplit or merge process.Otherwiseit
is said to be in transientstate.We �rst register 1024 peers
with the RandPeerservice.After the systemis stabilized,we
register another1024 peerssimultaneouslyat time 95. This
causesmany leaf bins to besplit, andthecorrespondingpeers
to register with new leaf bins. However, after only about70
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Fig. 7. Robustnessof RandPeerto constantjoins anddepartures(churns)

seconds,all thepeerssuccessfullysettleddown with their new
leaf bins. Note in our implementation,each peer refreshes
its membershipabout every 10 seconds.This meansfor a
bulk join of 1024 peers,our systemstabilizesin only about
7 protocol periods. This is due to the quick join process
describedin Section III-B. At time 205, all the new peers
arekilled at thesametime. Figure6 shows thatafterabout40
seconds,their registrationentriesare timed out. This causes
someleaf binsto bemergedandthepeersto registerhigherin
the membershiptrie. However, it takesonly about30 seconds
for thesepeersto reach stable state again. The 40 second
delay is causedby two facts. First, the registration timeout
value is set to a little more than 20 seconds,in order to
tolerateoccasionalmessagelosses.Second,to preventfrequent
bin split/merge process,a leaderpeerwill senda Split or
Merge messageafter the condition for split/merge hasbeen
truefor two protocolperiods.Althoughthis causessomedelay
in bin split/merge, it improves the stability of RandPeer.

Figure 7 shows the robustnessof RandPeerto continuous
peerjoinsanddepartures(churns).Weregister2048peerswith
RandPeer. Initially half of thepeersareregisteredandin stable
state.Startingfrom time 20, all peersbegin to switchbetween
on and off states.Both on and off periodsare exponentially
distributedwith a meanof 300seconds.Whenoff peerscome
back,they will registerwith new peerids. Figure7 shows that
initially somepeersareaffectedby thejoining anddepartureof
otherpeers.However, after time 150,mostnodesaresettledin
stablestate,even thoughduring eachsecondthereare about
7 node join and departureevents.This is becauseeachleaf
bin can accommodatea rangeof peer registrations,thus the
joining andleaving of a peerdoesnot necessarilycausea bin
split/merge.Thedelayof bin split/mergedescribedabove also
avoids unnecessarysplits/merges.

B. RandPeer Lookup Performance

For P2P applications, it is likely that many peers are
potentialgoodneighborsfor agivenpeer(for example,they all
have thesamepre�x in their ids). In thiscase,weshouldreturn
each peer with equal probability, in order to improve load
balancingand failure resilienceof the applications.Figure 8
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shows the randomnessof RandPeerlookup results.For this
experiment,we register1024peerswith theRandPeerservice,
and then perform 4096 randomlookups. Figure 8(a) shows
that when the randomratio m is 1, the returnedpeersare
very unevenly distributed. For example,about200 peersare
never selected,while somepeersare selectedmore than 20
times.Figure8(b) shows thatwhenm is 2, therandomnessof
the returnedpeersis still not uniformly distributed.However,
Figure 8(c) shows that when m = 8, the randomnessof the
lookup results is much better. Only about 20 peersare not
selected,andmostpeersareselectedbetween1 and7 times.
In fact, Figure 9 shows the histogramof perfect (uniformly
distributed)randomselections.We canseeFigure8(c) is very
closeto purerandomselections.

Another aspectof the lookup performanceis the response
time. To examinethe responsetime of RandPeerlookups,we
deploy RandPeeron about20 PlanetLabnodes(mostlylocated
in North America).Eachtime we registera given numberof
peerswith RandPeer, andperform200 randompeerlookups,
usingdifferentrandomratiom. We recordtheaveragenumber
of DHT lookups (eachLookup messageincurs one DHT
lookup)thatis needed,andtheactualdelay(in milliseconds)to
gettheresult.Thenumberof DHT lookupsre�ects RandPeer's
performanceindependentof the underlyingDHT. The delay
re�ects the performanceof our particularimplementation.

Figure 10 shows the numberof DHT lookupsneededfor
a RandPeerlookup. First we canseethat larger randomratio
involvesmoreDHT lookups.This is becausewe needto locate
m peersin orderto producea randomlookupresult.However,
evenfor m = 8, only 3 or 4 DHT lookupsareneeded.Second,
the numberof DHT lookupsis the largestwhenthereare256
peersin the system,and the smallestwhen there are 2048
peers.Thereasonis thatwhenthereare256peers,theleafbins
haveabin labelof 5 to 6 bits.Accordingto thelookupprotocol
in Figure5, a querypeerwill �rst try a bin with label bits =
h/2 = 8, then label bits = 4, andthenreachthe leaf bin. So
on average,it takesa little morethan3 DHT lookups(for m =
1). Whenthe systemhas1024peers,the leaf bins have 7 to 8
bits. Therefore,thequeryeithersucceedson the �rst message,
or takes2 or 3 messages(usingtheheightinformation).When
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thereare2048peers,theleaf binshave 8 to 10 bits.Therefore,
most lookupstake only 1 or 2 messages.Theseresultsshow
that judiciousselectionof the initial label bits in the lookup
protocol(e.g.,usingcachedlabel bits from previous lookups)
mayhave an impacton the lookupperformance.However, we
do not explore this further in this paper.

Figure11 shows the lookup delay(in milliseconds)for the
sameexperiment.we can seemost of the RandPeerlookups

take just 200 to 300 milliseconds.Even for 256 peersand
m = 8 (which requiresthe largestnumberof DHT lookups),
wecanlocatearandompeerin about380ms.Webelieve this is
acceptablefor a control planeoperation.Note the Chordcode
we usedis not locality aware.If we usesomeotherDHT such
asPastry [27], we would expecteven betterlookup delays.

C. Impact of QoS Aware Neighbor Selection

To examinethe impactof QoSawareneighborselectionon
P2Papplications,we simulatea meshbasedP2Papplication,
and see how RandPeercan help reducethe averagedelay
betweenneighboringpeers.

For this experiment, we use the BRITE [28] topology
generatorto generatea two level hierarchicalnetwork topology
thatconsistsof 10000nodes.We thenrandomlyselecta subset
of nodesas peersin the P2Papplication.We also randomly
selectseveral landmarknodesand usethe binning technique
in [25] to generatelandmarkvectorsaspre�xesfor the peers.
Weusetwo bits to encodethedelayof anodeto eachlandmark
node.Peerswill generatetheir ids with the given pre�xesand
registerwith the RandPeerservice.

For eachexperiment,we �rst build a pure randommesh
of the peers.After that, eachpeercan periodically (with an
averageof 20 seconds)selecta randompeerand replaceits
worst neighborwith the selectedpeer, if the selectedpeer is
closer(hasa smallerdelay) than the worst neighbor. We use
two methodsfor peerselection.The �rst usesno landmarks,
which correspondsto purerandomselection.Theseconduses
RandPeerto selecta node with the samepre�xes. Every 5
seconds,we evaluate the overall averagelink delay of the
mesh,andcompareit with that of the initial randommesh.

Figure 12 shows the performanceratio for 1024 peers.
We can seethat using landmarkvectorsto cluster the peers
can improve the performanceof the applicationmuch faster
than pure randompeerselection(landmark=0).For example,
it takes about 50 secondsfor the application to reducethe
averagelink delay to 90% of the initial mesh,if 3 landmark
nodesare used. It takes only 40 seconds(two evolvement
rounds)if 4 landmarksare used.However, for pure random
peerselection,evenafter250seconds,thedelayimprovement
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Fig. 13. Performanceimprovementfor an applicationwith 4096peers

is still less than 10%. By that time, RandPeerhas improved
the performanceof the applicationby 15% if 3 landmarksare
used,and19% if 4 landmarksareused.

Figure13 shows similar resultsfor a larger systemof 4096
peers,excepttheinitial performanceimprovementof RandPeer
is even faster. This is becausethe larger a system is, the
less likely that a randomly selectedpeer would be a good
neighbor. By clustering peersbasedon their characteristics
suchasgeographicallocation,RandPeercanfocuson a much
smallersetof peersandreturnmuchbetterpeerson average.

We note that given enoughtime, pure random neighbor
selectioncanprobablyachieve thesameperformanceasRand-
Peer. However, for dynamicP2Papplications,it is often the
quicknessin performanceimprovementthatis moreimportant.
For example,for aP2Pstreamingapplication,whenaneighbor
has failed, it is important that an alternative good neighbor
is quickly located,in order to prevent QoS degradationsuch
as buffer under-runs.Thus we believe the QoS awarenessof
RandPeeris especiallyvaluableto suchapplications.

V. RELATED WORK

A lot of researchon DHTs [21], [27] hasattemptedto build
a generic “routing layer” for large distributed applications.
While this has bene�ted many distributed applications,the
multi-hop routing of DHTs is undesirablefor QoS sensitive

P2P applicationssuch as media streaming.For theseappli-
cations,we believe a better way is to provide somecontrol
plane service to facilitate the applications,while allow the
applicationsto managetheir own overlay construction,based
on their own QoSrequirements.

Membershipmanagementis a control plane service that
can greatly bene�t QoS sensitive P2Papplications.Previous
approacheseitherrequireglobal membershipinformation[1],
[2], [9], or embedmembershipinformation in the overlay
structure[3], [4], both of which would introducescalability
problems.The gossipstyle membershipmanagementadopted
by recentsystems[5], [10], [11] can not be easily modi�ed
to accommodatedifferent application QoS requirements.In
contrast,we have shown thatRandPeerachievesbothscalabil-
ity and QoS aware neighborselectionsfor P2Papplications.
Someprevious work such as CollectCast[17] directly uses
DHT to storemembershipinformationof somepeers(e.g.,all
the peersthat have a particularvideo �le). This schemelacks
the adaptive propertyof a dynamic trie data structure.As a
result, someDHT nodesmight be overloadedif many peers
have the samevideo �le.

Our membershipmanagementusesa distributed trie data
structure,which has beenusedby previous work for range
queryover DHTs [29], [30]. The binary searchalgorithmhas
also been mentioned.However, RandPeeris different from
thesework in that the P2Pmembershipinformation is highly
dynamic,thusdesigningsimpleprotocolsto achievescalability
and robustnessis of primary concern.In RandPeer, we rely
on the coordination betweenRandPeerservice nodes and
applicationpeersto simplify thegrowing andshrinkingof the
trie. For example,we allow membershipbins to be marked
in different states,and allow peer registrationand lookup to
be re-directed(to go up or down on the membershiptrie).
We believe this is a properdivision of responsibilityfor our
RandPeerservice.In contrast,PHT [29], [30] attemptsto build
rangequeryon topof agenericDHT service.TheDHT service
provides very little supportin implementingthe trie. Thus it
is dif�cult to coordinatethedatainsertion/deletionof different
peers,and complex algorithms have to be used to address
concurrency problems[30].

VI . CONCLUSION

We have presentedthe designand evaluationof the Rand-
Peermembershipmanagementservicefor QoSsensitive peer
to peerapplications.RandPeerachievesscalableanddecentral-
ized membershipmanagementby using a trie data structure
andmapthetrie to anunderlyingdistributedhashtable(DHT),
and it enablesQoS aware neighbor selectionby clustering
application peers based on their QoS characteristics.Our
experimentresultsin both local and wide areaenvironments
veri�ed that RandPeeris highly robust to dynamicP2Pmem-
berships,and has good random peer lookup performance.
Further, when used for neighborselectionin a meshbased
P2Papplications,RandPeerachievesmuchfasterperformance
improvementthanpurerandomneighborselections,especially
for large systems.
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