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Abstract—In the conventional Internal Border Gateway Pro-
tocol (IBGP), the BGP sessions between all BGP speakers in a
single Autonomous System (AS) form a full mesh. For scalability
reasons, route reflection is proposed as an alternative to the full
mesh inside an AS. The selection of route reflectors and their
clients determines the paths used by IBGP route advertising.
Thus, the design of the route reflection graph is an important
issue for improving IBGP operating efficiency and reliability.

This paper focuses on the topology optimization for the route
reflection graph, i.e, the selection of the reflectors and the
interconnections between reflectors and clients. We propose the
Optimum Reflection Graph (ORG) problem to find the best topol-
ogy for IBGP reflection according to the efficiency or reiability
metrics. We give the solvability conditions for the problem and
present a solution based on the Integer Programming model. Our
approach is also highly flexible. Human decisions or constraints
can be easily incorporated to find a topology which satisfies AS
administrators manual configurations.

I. INTRODUCTION

Border Gateway Protocol (BGP) [1] is the de-facto rout-
ing protocol for exchanging network reachability information
at the inter-domain level. BGP is running on millions of
routers, called BGP speakers in the Internet. BGP speakers
communicate with each other via TCP connections, and the
communication exchange is called a BGP session. According
to the relation between two BGP speakers which are connected
by a BGP session, BGP can be divided into two parts: External
BGP (EBGP) and Internal BGP (IBGP). An EBGP session
connects two speakers which reside in different ASes;, An
IBGP session links two speakers which belong to the same
AS. The speaker which runs EBGP sessions is a border node.
In Fig. 1(a), for example, there are two ASes, AS1 and AS10.
The nodes represent BGP speakers. P and B are connected
by an EBGP session. A and B are connected by an IBGP
session. P and B are border nodes.
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(a) IBGP with full mesh (b) IBGP with route reflection

Fig. 1. Two IBGP implementations: full mesh and route reflection.
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In the conventional design of IBGP, all IBGP sessionsin one
AS form a full mesh over the BGP speakers. Thisis shown in
Fig. 1(a). The solid lines represent physical links. The dotted
lines represent logical links, i.e., IBGP sessions. The border
node B informs all its peer routers in AS1 about the known
network addresses outside the domain.

The full mesh IBGP design is not scalable [2][3]. For
example, if there are n BGP speakers in a domain, the total
number of IBGP sessions (TCP connections) is (n?—n)/2 and
each speaker has to handle n — 1 IBGP sessions concurrently.
There are two practical techniques to solve this scalability
problem: route reflection[4] and confederation[5].

The basic idea of route reflection is to divide the BGP
speakers into multiple clusters. In each cluster, there are one
or more Route Reflectors (RR), and other routers are Route
Reflection Clients (RRC). Clients establish IBGP sessions only
with the reflectors of the same cluster. All reflectors in the
AS establish a full mesh via IBGP sessions. A reflector is
responsible for reflecting the routing information to the peer
reflectors and its clients. A client only communicates with
its reflectors. For example, in Fig. 1(b), the six routers are
divided into two clusters. A and D, represented by the shade
nodes, are route reflectors and the dotted lines represent IBGP
sessions. B advertises the route about P to its reflector A. A
summarizes all the routing information and only reflects the
best result to the peer reflector D and the other client C'. D
further informs its clients, £ and F', of its routing result.

Route reflection has two main advantages. First, it decreases
the maximum number of IBGP sessions which a router has
to handle concurrently. Second, the implementation of route
reflection is easier than confederation which breaks an ASinto
multiple sub-ASes. In route reflection, only the reflectors need
to be modified, and the clients are the same as conventional
IBGP speakers. While, in confederation, every BGP router has
to be changed.

There is some research on the IBGP configuration with
route reflection recently. Without considering Multi-Exit Dis-
criminator (MED), Griffin [6] presents sufficient conditions to
guarantee deterministic and unique IBGP routing and to avoid
forwarding deflections. Basu [ 7] expands the advertised routes
in IBGP to prevent route oscillation.

However, the design of route reflection topology has not
been well studied so far. The guideline for setting up reflection
topology is usualy to follow the physical topology [8]. In
a Point of Presence (PoP), the core routers are selected
as the reflectors. But, in genera, where to put reflectors
and how to cluster routers have not been discussed in the
literature. The route reflection topology determines directly



which IGP (Interior Gateway Protocol) paths are used to setup
IBGP connections. Therefore, the topology can influence the
efficiency and reliability of IBGP, and it is thereby inspiring
our further investigation.

Fig. 2(a) shows that the reflection topology can affect the
reliability of IBGP. It is the same network as Fig. 1, but the
IBGP configuration is changed. C' and D are reflectors, A and
B arethe clients of C, and E and F' are clients of D. If IGP
indicates that link A — D is less reliable than other links,
then this setup is better than the one previously shown in Fig
1(b). The reason is that if A — D is used in the reflection
network, the failure of link A — D will make A and D close
their IBGP connections and invalidate all the routes learned
from each other. Rerouting and route oscillation thus happen.
However, if link C — D, which is more reliable, is used
for IBGP sessions, then the IBGP reflection network is more
reliable and has higher probability to survive.

Fig. 2(b) shows the impact of the reflection topology on the
IBGP efficiency. The IBGP topology in the figure is not a good
choice, because it is not as efficient as previous designs. The
IBGP session between reflectors B and E has at least 3 hops
(B —- C — D — FE). The sessions between reflectors and
cietsaaeB - C,F —-D,F —-D —Aand E —- D — F.
The total length of all the IBGP sessions is 9 in terms of hop
count, while it is 5 in the other two figures.
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Fig. 2. Two other options for reflection topology design.

The route reflection topology design is a constrained opti-
mization problem. There are two kinds of constraints. First,
the maximum number of IBGP sessions, which belong to
one BGP router, is constrained to a limited value. The star
topology, where all clients connect to one reflector, is not
scalable. Second, some human configuration decisions restrict
the solution space. For example, administrators may want to
set some routers as the reflectors manually, or assign a router
to a reflector as the client. We use the graph reliability and
hop count as two metrics for optimization. The target is to
find the most reliable or the most efficient reflection graph.
We will show later that these two metrics can be generalized
into one type of metrics, so that a unified solution is possible.

There are two main contributions in this paper. First, we
propose the Optimum Reflection Graph (ORG) problem to
find the best reflection topology and prove the solvability
condition for the problem. Second, we present an optimization
solution based on Integer Programming, which is highly
flexible. Human decisions in topology configuration can be
easily incorporated.

The rest of the paper is organized as follows: In Section |1,
we give the system model and the route reflection optimization
problem is defined formally. In Section 1ll, we formulate

the problem into integer programming model. Section IV
shows the implementation and the result analysis. Section V
concludes the paper.

Il. SYSTEM MODEL
A. Network Models

In one AS, the BGP speakers communicate via IBGP
sessions which are based on TCP connections and the IGP
routing. If we view each IBGP session as one link, IBGP
actualy runs on an overlay network, which consists of BGP
speakers and the IBGP sessions, above the physical network.
Thus, we define the physical graph and logical graph as
follows.

1) Physical Graph: A typica network in an AS is
represented as graph G(V,E). Node set V represents
al the routers. E is the set of physical links, i.e. E =

{e = (u,v)|u,v € V,u and v are connected by a physical link.}.

For each physical link e, define v(e) to be the reliability
of link e, which means the probability of successfully
transferring a packet over e, or the percentage of time when
link e works properly. 0 < v(e) < 1.

Given any two nodes s and ¢, IGP routing (eg.,
OSPF) provides a path from s to t, written Py. Py =
(s,v1,V2,...,0p,t), Where (s,v1), (vi,vi41) and (v,,t) be
long to E. Denote the hop count of Ps; as Hop(Ps:). The
reliability of path Py, is v(Put) = [I.ep,, V(€)-

2) Logical Graph: The logical graph, also called reflection
graph, is based on the physical graph presented above. We
denote the logical graph as G,(V}, E;). V; is the set of nodes
running IBGP. V; C V, and some nodes in V' may not
have BGP deployed. Define n = |V} as the number of
IBGP routers. E; represents the set of IBGP sessions, i.e,
E; = {l = (u,v)|u,v € V}, u and v share an IBGP session
and [ corresponds to IGP path P,, }. Denote the hop count of
l as Hop(l), and Hop(l) = Hop(P,,). Denote the reliability
of [ as (1), and v(I) = v(P,,). Define the number of IBGP
sessions associated with node v as the degree of v. Define the
largest degree of al nodesin G (V;, E;) asmax p(G(Vi, Ey)).

In the conventional IBGP, the logical graph is a full mesh,
i.e, thereis an IBGP session between any pair of nodesin V.
If route reflection is installed, the nodes in V; are divided into
M clusters: Py, Pa, ..., Py, Where |,y Pi = Vi, and
P:NP; =0, Vi # j. Denote the set of route reflectorsin cluster
P; asR;, and R; C P;. Denote R = |J, ;5 Riy ad C; =
P; \ 'R;. The link set E; can be divided into three categories,
E; = E"UE]UE}. E™ isthe full mesh among all nodes in
R,ie, E" = {(u,v)Vu,Yv,u # v, and u,v € R}. E] rep-
resents the links between clients and the correspondent reflec-
tors i.e., Ef = U;<;<u {(u,v)|Vu, Yo, u € C;, and v € R;}.
E represents links between some clients in one cluster, which
is optional in route reflection design. An example of route
reflection graph is in Fig. 3.

The hop count of the logical graph is the sum of the
hop count of dl links, i.e, Hop(Gi) = > cp Hop(e) =
> eer, Hop(Pe). The hop count of the logical graph measures
the size of the reflection graph. We use this value to represent
IBGP efficiency. If the value is smaller, the traffic of routing
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Fig. 3. An example of route reflection logica graph

message is less and it takes less time to propagate route
information to all routers.

The reliability of the logical graph is the product of the reli-
ability of all links, i.e., v(Gi) = [[.cp, v(€) = [loem, 1(Fe).
If alBGP session breaks, all routes associated with this session
will be marked as invalid, and this causes a large amount of
route oscillation and rerouting. Thus, finding a reliable logical
graph is important.

Note: v(G;) and Hop(G,) are measurements for the reflec-
tion graph, which show, to some extent, the reliability and
efficiency of operating IBGP. Although, IBGP reliability and
efficiency are influenced by other factors too. For example,
IBGP can be made more reliable by using multiple reflectors
in a cluster. In Fig. 3, cluster 1 has two reflectors. C' can get
reflected routes from either A or B. In this paper, we will
not discuss the reiability, affected by the redundant design.
We only focus on how to find the most reliable or efficient
reflection graph which does not have redundancy.

3) Assumptions: The reflection graph, defined in previous
section, only shows the two-level reflection. Theoreticaly,
there can be multiple levels of reflection, i.e., a route reflector
could be the client of a reflector at a higher level. However,
in practice, the two-level reflection is most often used. In this
paper, we only focus on the two-level reflection. We further
assume that the reflection graph does not have redundancy,
i.e., there is only one reflector in each cluster and there is
no Ef link. Based on these two assumptions, let G;o(V,, E)
denote the reflection graph G;(V}, E;), which uses two-level
reflection and does not have redundancy.

B. Problem Formulation

Reflection graph optimization problem is to find the most
reliable or efficient topology for IBGP. For convenience,
G1o(Vi, By, «) is defined as the reflection graph Gio(Vi, E;),
whose largest node degree is equal or less than «, i.e,
maxp(G1(V}, Ep)) < a.

Definition 1 (The Most Efficient Reflection Graph Problem):

Let us assume that V;, the set of IBGP routers, and
«, the upper bound of the node degree, are given.
Set {Hop(P;;)|Vi,j € Vi,i # j} is known from IGP
routing. The most efficient reflection graph problem means
to find a logica graph Gj,(Vi, Ef,«) which satisfies
Hop(G;y(Vi,Ef, o)) < Hop(Giw(Vi, E,0)), for any
Gio(Vi, By, ).

Definition 2 (The Most Reliable Reflection Graph Problem):
Let us assume that V;, the set of IBGP routers, and
«, the upper bound of the node degree, are given.
Set {v(P;)|Vi,j € Vi,i # j} is known from IGP
routing. The most reliable reflection graph problem
means to find a logical graph G, (Vi, Ef,«) which
satisfies (G}, (Vi, B, ) > ~v(Gio(Vi, By, ), for any
GlO(‘/laElaa)'

Although the two problems use additive and multiplicative
metrics respectively, they can be unified into one problem as
follows. The solution for the Most Reliable Reflection Graph
Problem is arg max v(G1o). Because

l

arg H;Ee}xv(Gzo) = argmax II ~(e) =arg max > log(v(e))

eck eckE;

= argmin ) (~1)log(7(e))

! eckE;
and the solution for the Most Efficient Reflection Graph
Problem is arg r%in > cer, Hop(e), we can unify these two

problems into the same linear optimization problem. We
define genera weight w, as Hop(e) or (—1)log(vy(e)), and
WGy 8 oep, Hople) or -, (—1)log(v(e)). The unified
optimization problem is presented as follows.

Definition 3 (Optimal Reflection Graph Problem (ORG)):
Given the set of IBGP routers V;, upper bound of node degree
a, and the weight between any pair of nodes w;;, ORG
problem means to find arg Ir]gin WGy, 1.8, arg H}Eiln > eer, We-

The ORG problem has vergl large solution space, which is
affected by the number of clusters, the clustering variations,
and the placement of reflectors. If tr)Ve « constraint is ignored,
there are Zﬁzl Zf‘io (fl)iz%;i)i)! variations to cluster N
nodes.

The ORG problem generalizes the formulations of the Most
Efficient and the Most Reliable Reflection Graph Problems.
However, in order to find a reflection graph which is both
acceptably reliable and efficient, it is also meaningful to
discuss the multi-metric optimization problem. A simplified
approach is to aggregate these two metrics together as a new
metric: we,, = Y ep, [(—1)01og (v(e)) + (1 — 6) Hop(e)],
where 6 € [0,1]. In practice, the reliability metric is more
important than the efficiency. Thus, we choose a ¢ that is
close to 1.

C. The Solvability Condition for ORG Problem

« gives the largest number of IBGP sessions that a node can
have. If the value of « is too small, it may be impossible to
construct a reflection graph, i.e., Gio(V}, E;, ) does not exist,
which means the ORG problem is not solvable. The theorems
below give conditions, for the ORG problem to have feasible
solutions.

Theorem 1. The sufficient and necessary condition for
ORG problem to be solvable is o > f[\}%ﬂ +[vn ] -2,
where n is the number of IBGP routers.

Proof: Suppose k = |R|. Define Gio(k) as the reflection graph
G10(Vi, E;, ) which has k reflectors. First, we will find the
minimum largest node degree a reflection graph can have.




Define f(k) = minmazp(Gio(k)) as the minimum largest
node degree in Gjo(k). One of the reflectors should have
the largest node degree, which includes & — 1 links to other
reflectors and at least [(n — k)/k] links to its clients. Thus,

n—=k
k

Because k—2+n/k reaches its minimum value when k& = /n,
we have

JR) =k-14 [ =g +k=2] (@)

min flk) = min([m] + Vn) -2, (W] + [Vn] —2)
= [W] +[vn] -2 2

We get equation 2, becauseit can be proved [ 7 1+[v/n] =
[r7=7] + [V 1. When o > min f(k), ORG problem is
solvable, and vice versa. Therefore, the theorem is proved.
|

Corollary 1: Let n be the number of IBGP routers. If o >
2[y/n ] — 2, reflection graph G10(V}, E;, @) exists and the
ORG problem is solvable.
Proof: It is easy to show that « > 2[\/n ] — 2 > H”W} +
[v/n | — 2. Therefore, the ORG problem is solvable. |

On the other hand, if « is given, the number of reflectors | R |
is also constrained, which is shown in the following theorem.

Theorem 2: Given « and n, the condition for the existence
of GlO is a+27\/¢12;»4(1774n+4 < |R| < a+2+w_
Proof: Suppose |R| = k. From equation (1), the constraint is
a > [n/k+k—2]. Thus,

a—k+2>[n/k ©)

Denote al the integers k& which satisfy formula (3) as Sy.
Define S), as the set of the solutions for o« — k + 2 > n/k.
Because [n/k] > n/k, we have Sy, C S;. VK’ € S}, if K'|n,
obviously k' € Sy. Otherwise, since k' is integer, a — k' +
2> |n/k] +1=[n/k]. Thus, k¥’ € Sj. Therefore, we have
Sk = S},. We can further prove the theorem by obtaining .S;,
easily. |

[11. INTEGER PROGRAMMING OPTIMIZATION

In this section, we give the solution to the ORG problem
from Integer Programming approach.

A. Integer Programming Formulation

Let us define Z as al integers in interva [1,n], where n
is the number of IBGP routers. We define following binary
variables, i,j € Z:

_J1 node 7 is a route reflector. @
A node 7 is a client.
1 node i is the route reflector of node j. ®)
"iT 0 otherwise.

1
Sij = 0

wij

otherwise.
(6)
the weight of the IGP path fromitoj (7)

x; controls if a node is a reflector. r;; controls the reflection
relationship. Each client node connects to one and only one
reflector. s;; controls if two nodes are IBGP peers. w;; is the
general weight, which represents Hop(P;;), (—1) log(v(P;;))
or the weighted aggregation of the two. we, is denoted as .

W= > syuwy )
1,J€L,i#]
The optimization objective is to minimize W.

min W 9

Sij

The optimization problem is subjected to the following
constraints.

> rig=1-u VieT (10)
1€
i#i
> rij < Na Viel (11)
JET
iF# ]
Sij Zrigtri Vi, jELiF] (12)
sij>xri+x;—1 Vi,jeLi#]j (13)
D s < (a— 1Dz +1 VieZ (14)
JET
i#g
Sij = Sji Vi,jEI,i#j (15)

Equation (10) guarantees that a client node has exactly one
reflector, and a reflector can not be the client of other nodes.
Equation (11) ensures that a client can not be the reflector for
any other nodes. Equation (12) guarantees that if one of the
two nodes is the reflector of the other, they are IBGP peers.
Equation (13) ensures that if two nodes are both reflectors,
they are IBGP peers (link in E/™). Equation (14) ensures that
the largest number of IBGP sessions that a node establishes
can not exceed «. Equation (15) guarantees that IBGP session
is a bidirectional connection.

B. Manual Reflector and Client Configuration

Manual configuration is one of the major determinantsin the
reflection graph design. For example, some nodes are preset
to be clients for special reasons. In our optimization model,
human configuration can be incorporated easily. If node i is
configured as the route reflector and node j is the client, ; =
1 and z; = 0 are added into the constraint set. In generd, if at
least n,. nodes in W,. are configured as route reflectors, and at
least n. nodes in W, are configured as clients, the following
conditions are added to the constraint set:

node ¢ and j are connected by an IBGP session.

Z T; > Ny (16)
iEW,
PEW,
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IV. OPTIMIZATION RESULT ANALYSIS

In order to evauate the Integer Programming model intro-
duced in previous sections for the design of reflection graphs,
the optimization model is implemented, and the reliability
metric is used as an example.

The proposed Integer Programming model is solved by
ILOG CPLEX, a mixed Integer Programming solver[9]. The
reflection graph can be constructed based on the optimized
results {z;} and {r;;}.

The network topology is generated by BRITE generator[10].
The Waxman model is used and nodes are placed according
to the heavy-tail distribution. The reliability of each physical
link is generated randomly from [0.95,1.0]. We assume that
the minimum hop-count routing is used in IGP. Based on the
IGP routing result, we can calculate {w;;} for any pair of
nodes. The target is to find the most reliable reflection graph.
We use the reliability of the reflection graph v(Go) to evaluate
the optimization results in different scenarios.

We present the impact of the node degree upper bound and
the impact of the number of reflectors on the optimization
results.

A. Impact of o

By solving the Integer Programming model, we can find
the optimum reflection graph given a node degree constraint
a. Intuitively, if « is smaller, we have less feasible solutions
and thereby the optimized graph reliability is lower.

Fig. 4 shows the impact of « on the optimization results.
The vertical axis represents the reflection graph reliability, and
the horizontal axis is the ratio «/n, where n is the number
of IBGP routers. When « is large enough, the construction
of the reflection graph is not constrained by «, and the most
reliable graph can be found. When « decreases below certain
vaue, the reliability of the reflection graph decreases. When
a is smaller than (ﬁl + [v/n ] — 2, according to Theorem
1, no feasible solution exists.

B. Impact of |R|

Fig. 5 shows the impact of the number of reflectors on
the optimization results. > ., x; = |R| is added into the
constraint set to calculate the optimal reflection graph in

Optimizations Results vs the Number of Reflectors (a=n-1)

Reliability of the reflection graph ( ¥(G,p))

0 01 02 03 04 05 06 07 08 09 1
The number of reflectors (|R|/n)

Fig. 5. The Impact of |R| on Optimization Results.

scenarios of different numbers of reflectors. o issetton — 1
to remove the impact of the node degree upper bound.

The horizontal axis is the ratio |R|/n, and the vertical
axis shows the reliability. When |R| is a large number, the
reflection graph is similar to a full mesh, and too many E;™
links make the graph reliability low. On the other hand, if
|R| is too small, clients have to use long paths to connect
to reflectors, and Ej is the main determinant of the graph
reliability. When |R| is some number in the middle, eg.,
[0.1n,0.2n] in the figure, the optimal reflection graph can be
found.

V. CONCLUSION

In this paper, we propose the Optimized Reflection Graph
(ORG) problem for the IBGP reflection graph design. We
present the conditions under which the problem is solvable
and give a solution based on the Integer Programming to
find the best reflection graph. Our model is highly flexible
to incorporate manual configurations.
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